Getting Started Guide

Document Version: 1.4 — 2019-10-25

CUSTOMER



Table of Contents

1 Solution INformMation.......uuuuuessrrrrrrrr s —————————————————————————————————————TTn 3
B [ 01 v= 11 1Yo I = oo [V Tox £SOt
B O V7= V=Y SRRSO

2 Accessing the SOIUION.........oc et n s e 4
N B O V7T V= TR
2.2 Windows Frontend Server DETAIIS..........oovi i
2.3 SAP HANA SEIVEN DETAIIS ... e et
2.4 SAP BUSINESS ONE DELAIIS. .....cocvieicee e e ettt e e eaeeeta e e e s
P I O N R UL T - oo N T o TU] o R
251 Accessing Your INStaNCe 0N OS LEVEL .......coviiiiieiieeeeee e

3 07T 4T 7

4 BT oL 1 T 0] o T o 8

5 Solution Provisioning in SAP Cloud Appliance Library ......cccccccmimmmmmmsmmmsssssssssssssssssssssssssssnns 9

6 Appendix




1

Solution Information

1.1 Installed Products

You get access to a system (landscape) that has been built using the following installation media:

SAP Business One 9.3 PLO4, version for SAP HANA
SAP Crystal Reports 2016 SP5 for SAP Business One
SAP Lumira 2.0, discovery edition

SAP HANA Platf. Ed. 1.0 SPS12 Rev. 122.16

SAP HANA Studio 2.3.34 (122.16) Windows x64B

MS Office 2016 — 30 days trial/ evaluation

1.2 Overview

SAP Business One 9.3 PLO4, version for SAP HANA

This preconfigured appliance of SAP Business One 9.3 PLO4, version for SAP HANA is only designed for
DEMO and for evaluation purposes. All managed systems are simulated. The solution will help you to
jumpstart DEMO projects in the public cloud requiring a preconfigured system setup.

As default the demo database of Great Britain's localization is installed. Further localized demo
databases can be imported via the import tool on the desktop of the MS Windows Server 2012 frontend
This solution requires to run with direct access to internet (default VPC with internet gateway).
Nondefault VPCs which require a proxy or VPN are not supported. See What is Amazon VPC user guide.
Architecure:

Frontend: MS Windows Server Backend: SLES 12 SP1
- SAP Business One Client - SAP Business One Server
- SAP Crystal Reports - SAP HANA SPS12 Platf. Ed. Rev. 122.16

- SAP HANA Studio
- SAP Lumira

c4.large (2 cores, 3.75GB ram) r4.2xlarge (8 cores, 61GB memory)



http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Introduction.html

2 Accessing the Solution

2.1 Overview

SAP Business One 9.3 PLO4, version for SAP HANA Client can be opened via the desktop of the frontend server

The backend server can be accessed via putty or vnc client (not pre-installed) or via SMB network share \\sid-hdb

2.2 Windows Frontend Server Details

Connect to the Frontend server using the information in the table below. You can also configure manually your
Remote Desktop client.

For more information, how to connect to the Frontend Server, see Connecting to a Solution Instance.

Name Value Description

IP Address <|P Address> The IP address of your frontend server instance you
created in SAP CAL.

User Administrator User for the Windows frontend server.
Note: Only one user is allowed to logon at the front-end
server at the same point in time.

Password <Master The initial master password of the system you provided in
Password> the SAP Cloud Appliance Library when creating the
instance.



file://///sid-hdb
https://calstatic.hana.ondemand.com/res/docEN/7120b91b1d2a41fea9ffaff83023f349.html

2.3 SAP HANA Server Details

Connect to SAP HANA using the information in the table below.

For more information, how to connect to the Frontend Server, see Connecting to a Solution Instance.

Name Value ‘ Description

SID HDB System ID of the SAP system

Instance Number 00 The instance number of the central instance (Cl)

Username BIADMIN This is the standard SAP HANA user used for the SAP
Business One installation

Username SYSTEM This is the default SAP HANA Database Administrator

Password <Master Password> The initial master password of the system you provided in
the SAP Cloud Appliance Library when creating the instance.

XS Engine URL http://sid-hdb:8000 | This server address is required by Lumira 2.0, when using

the SAP HANA live data source

2.4 SAP Business One Details

Connect to SAP Business One using the information in the table below.

For more information, how to connect to the Frontend Server, see Connecting to a Solution Instance.

Name Value Description
Username manager Default superuser of every demo database
Password manager Default password of manager user
Username B1SiteUser Technical user for the System Landscape Directory:
https://sid-hdb:40000/ControlCenter
Password <Master
Password>
Username Bliadmin Default administrator user of the Integration Framework for
SAP Business One: http://127.0.0.1:8080
Password <Master
Password>

2.5 OS Users and Groups

Description

<sid>adm

SAP system administrator (linux user)



https://calstatic.hana.ondemand.com/res/docEN/7120b91b1d2a41fea9ffaff83023f349.html
https://calstatic.hana.ondemand.com/res/docEN/7120b91b1d2a41fea9ffaff83023f349.html
https://sid-hdb:40000/ControlCenter
http://127.0.0.1:8080/

I —————
Name Description

root Linux administrator. Password for RDP connection is <MasterPassword>

sapsys Group containing all <SID>adm users (should be a group in a central user storage like LDAP,
NIS, or Active Directory)

2.5.1 Accessing Your Instance on OS Level

For information how to access a solution on OS level, go to this FAQ wiki page and check this question: How to
connect to a running instance via the secure shell protocol (SSH)?

Besides SSH you can login to Linux using the RDP protocol*. Login, using the Linux administrator user: root and
the <MasterPassword> as password.

* A reboot is required after the activation of the instance is done to enable RDP access

(4]


https://wiki.scn.sap.com/wiki/display/SAPCAL/FAQ+-+General+technical+questions

3 Licenses

3.1 Running Solution with a Developer License

This solution can be used for development purpose under the perpetual Developer License Agreement. Note that
you can install only “Minisap” license keys that can be renewed as long as you adhere to the Terms and Conditions
of the Developer License Agreement.

Please note that the SAP Business One 9.3, version for SAP HANA license can't be renewed for the same
instance/ hardware key. When the “Minisap” license key is expired you can terminate the instance or continue by
either only using the remaining installed SAP developer applications such as SAP HANA Platform Edition or
migrate to Product License Agreement by contacting us at cal.admin@sap.com.

3.2 License Keys Installation

Once you create the solution instance in SAP Cloud Appliance Library, the SAP system will generate a temporary
license key that is sufficient to logon to the system. As a first step before using the system you need to install a
Minisap license as follows.

For example, Developer License Agreement:

1. HDB - SAP HANA Platform Edition (64GB)
2. BO1 - SAP Business One 10.0, version for SAP HANA

For more information about how to request and install “Minisap” license keys, see How to request and install
Minisap License keys. SAP Business One specific documentation is available on Importing a License Key File and
Allocating Licenses.


mailto:cal.admin@sap.com
https://wiki.scn.sap.com/wiki/pages/viewpage.action?pageId=526880970
https://wiki.scn.sap.com/wiki/pages/viewpage.action?pageId=526880970
https://help.sap.com/viewer/68a2e87fb29941b5bf959a184d9c6727/9.3/en-US/450725cee02641dfe10000000a1553f6.html
https://help.sap.com/viewer/68a2e87fb29941b5bf959a184d9c6727/9.3/en-US/4506da50d8696c30e10000000a114a6b.html

4 Security Aspects

Be aware that creating your instances in the public zone of your cloud computing platform is convenient but less
secure. Ensure that only port 22 (SSH) is opened when working with Linux-based solutions and port 3389 (RDP)
when working with Windows based solutions. In addition, we also recommend that you limit the access to your
instances by defining a specific IP range in the Access Points settings, using CIDR notation. The more complex but
secure alternative is to set up a virtual private cloud (VPC) with VPN access, which is described in this tutorial on
SCN.

The list below describes the ports opened for the security group formed by the server components of your
solution instance:

To access back-end servers on the operating system (OS) level, use the following information:

R

Used for SSH connection to Linux-based servers

RDP 3389 Used for RDP connection to Linux-based servers

RDP 3389 Used for RDP connection to Windows based servers

You must change the initial user passwords provided by SAP when you log onto the system for the first time.

Note that when using HANA based appliances, HANA systems are not installed individually but cloned from a
template system. As a consequence of this cloning process, the existing root keys are cloned. For more
information, see this SAP Note 2134846 - HANA encryption key handling during system cloning.

For more information about security vulnerabilities, see this community page.


http://en.wikipedia.org/wiki/Classless_Inter-Domain_Routing
http://scn.sap.com/docs/DOC-57869
http://scn.sap.com/docs/DOC-57869
http://service.sap.com/sap/support/notes/2134846
https://wiki.scn.sap.com/wiki/display/SAPCAL/Known+security+vulnerabilities+for+solutions+in+SAP+Cloud+Appliance+Library

5 Solution Provisioning in SAP Cloud
Appliance Library

If you have a user in SAP Cloud Appliance Library, you need to meet the following prerequisites before starting to
use the SAP Cloud Appliance library:

- Cloud Provider Configurations

You have a valid account in one of the cloud providers supported by SAP Cloud Appliance Library. If you already
have an active cloud provider account, you can proceed directly with the next section. Otherwise, navigate to the
cloud provider home page and sign up.

For more information about the supported cloud providers, see the FAQ page.

- Navigate to SAP Cloud Appliance Library

Open the SAP Cloud Appliance Library in your Web browser using the following link: https://cal.sap.com

For more information about how to use solutions in SAP Cloud Appliance Library, see the official documentation
of SAP Cloud Appliance Library (choose Support - Documentation link and choose (expand all) button to see
all documents in the structure). You can also use the context help in SAP Cloud Appliance Library by choosing the
Help panel from the right side.


https://wiki.scn.sap.com/wiki/display/SAPCAL/FAQ+-+General+technical+questions
https://cal.sap.com/

6 Appendix

1. For SAP Business One 9.3 PL0O4, version for SAP HANA, you can import further demo databases with this
procedure:
a. Startthe import_tool on the Windows desktop on the frontend server
b. Choose adesired localization
c. Choose adesired model language
d. ClickonImportand Initialize
e. Be patient and wait until the import and the initialization is finished
2. For Microsoft Office 2016 Preview, which runs in trial mode using a public trial key, you need to follow these
instructions to use Microsoft Office 2016 preview:
a. Starta Microsoft Office program such as Microsoft Excel 2016
b. Close the “Activate Office” dialog
L]

B® Microsoft

Activate Office

Use your work, school, or personal Microsoft
account.

Next

Enter a product key instead

Mo account? Create one!

©2017 Microsoft Privacy statement

c. Click on Accept

First things first.

also comes with Office Autormatic Updates,

By clicking "Accept” you agree ta the Microsoft Office License
Agreerment. Accept
Wiew Agreernent
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http://web.archive.org/web/20150530025252/http:/products.office.com/en-us/office-2016-preview

d. Click on Cancel (you need to repeat this step every time you open a Microsoft Office program)

Microsoft Office Professional 2016 Trial

Activation Wizard u Oﬁlce

This software will expire after a period of tine, After that time you will need to purchase a
full version of the produck to gain access to all of its features,

If yau think you hawve received the wrong type of software, contact your retailer, If yaur
software came pre-installed on your computer, contact your computer manufacturer or
reseller,

Click Mextto begin the Activation process.

Privacy Statement

Mot ] [ concel

e. You will see a trial notification on top of the Microsoft Office program, which can be closed

0 TRIAL INFORMATION  This trial of Microsoft Office Professional 2016 expires in 30 days, Buy

Installed Software Components

Name Release Support Package Stack

SAP Business One,

version for SAP HANA | 93 PLO4

SAP HANA Platform

Edition 10 SPS12rev.122.16
SAP Crystal Reports for

SAP Business One 2016 SP5

SAP Lumira 20 SPO3

1



www.sap.com/contactsap
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http://www.sap.com/corporate-en/legal/copyright/index.epx

