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Typographic Conventions

Type Style

Description

Example Text

Words or characters quoted
from the screen. These
include field names, screen
titles, pushbuttons labels,
menu names, menu paths,
and menu options.

Cross-references to other
documentation

Icons

Icon Description

A\ Caution

(9 Note or Important

e Example

0 Recommendation or Tip

Example text

Emphasized words or
phrases in body text, graphic
titles, and table titles

Example text

File and directory names and
their paths, messages,
names of variables and
parameters, source text, and
names of installation,
upgrade and database tools.

Example text

User entry texts. These are
words or characters that you
enter in the system exactly
as they appear in the
documentation.

<Example
text>

Variable user entry. Angle
brackets indicate that you
replace these words and
characters with appropriate
entries to make entries in the
system.

EXAMPLE TEXT

Keys on the keyboard, for
example, F2 or ENTER.
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How To... Start an SMP 3.0 Instance m

1. Step-by-Step Procedure
1.1 Start an Instance

1. Gotothe Cloud Appliance Library site https://cal.sap.com/
ﬂ Please visit SAP Cloud Appliance Library Documentation to understand how to create an
account and how to start instances from a solution

2. Select Solutions and look for “SAP Mobile Platform 3.0, enterprise edition ” solution and click
on Create Instance

—
r;_.,:-‘l HANA Enterprise Cloud/ Cloud Appliance Library e s | ENGJSH V]

HOME INSTANCES SOLUTIONS ACCOUNTS

s

Solutions: Filtered (1 of 80) E
EH= vew A v x @
3

Status =~ Name Publisher Activated. .. Operations %
3

(/] SAP Mobile Platform 3.0, enterprise edition SAF SE e ﬁ 4

-

=z

=

%]

3. Enter the Name of the instance, select the general properties for the instance and click Next

Create Instance (from the solution: SAP Mobile Platform 3.0, enterprise edition)

Cost per Hour
Define General

Properties USD 0.14

| Cancel o
m Disclaimer

Enter the general praperties of the solution instance:
MName: * | Test Instance

Description:

Number of Instances: *

Account: * | :rAamazon Web Services) b
Region: * | us-cast-1 « |1 Information for additional regions
Metwork: * | SAP CAL Default Netwaork v

Subnet: * | WPC subnetin us-east-1a | 10.0.0.0/20 | 4091 free IP addresses -
Public Static IP Address

4, AddHTTP 8080 and HTTPS 8083 port in the Access Points section and click Next
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Create Instance (from the solution: SAP Mobile Platform 3.0, enterprise edition)

Cost per Hour
Configure
Virtual Machine UsSD 0.14

Previous m | | Finish Cancel ) )
Disclaimer

Virtual Machine Sizes

Windows Server: * | General Purpose Medium (m3.medium) w
Volume Type
s Standard Provisioned IOPS

Access Points

Add

©  Virtual Machine Service Port IP Range
Windows Server RDP 3389 0.0.0.0/0
Windows Server HTTP 8080 0.0.0.0/0
Windows Server HTTPS 8083 0.0.0.0/0

5. Set Windows Password and click Next
Create Instance (from the solution: SAP Mobile Platform 3.0, enterprise edition)

Cost per Hour
Set Solution
Password USD 0.14
e’

Previous ml o Lo Disclaimer

Set the master password for the solution from which you want to create an instance. Using the master password, you can conn
Password Requirements

- The password must contain at least one lowercase letter

- The password must contain at least one uppercase letter

- The password must be exactly eight or nine characters long

- The password must contain at least one digit

- The valid characters are: A-Z a-z, 0-9, §, # _

- The first character has to be one ofthe following: A-Z, a-z, §, #
- The first three characters cannot be one and the same

Virtual Machine(s): Windows Server
Password: ¥ | seessess

Retype Password: ¥ | seessess

6. Optionally, you can configure the scheduling. Click Next
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How To... Start an SMP 3.0 Instance

SAD4

Create Instance (from the solution: SAP Mobile Platform 3.0, enterprise edition)

Pravious m |

Define the schedule of the solution instance, when to suspend it, or when to terminate it:

Cancel

Scheduling Cptions: | Suspend on an exact date

Suspend Date: | Apr 15, 2015 E 19

Setthe termination date of the solution instance

Time Zone: * | (GMT+03:00) Minsk

7. Check the information in the Summary tab and click Finish

Cost per Hour

UsSD 0.14

A After the instance is created, the SAP Mobile Platform 3.0, enterprise edition installation

will start. Wait around 40 min before accessing the instance

Create Instance (from the solution: SAP Mobile Platform 3.0, enterprise edition)

Previous | m Cance

Verfy the details of the soluion instance:

General Properties

Name: Test instance

Descriplion

Number of Instances

Public Static IP Address

Virtual Machine(s)

o= (Amazon Web Services)

us-gast-1

No

Violume Type: Standard

Windows Server. General Purpose Medium (m3.medium)

rk: SAP CAL Default Network
1t VPC subnet in us-east-1a | 10.0.0.0720

Cost per Hour

1.2 Access the New Instance to Change Security Settings

1. Goto https://cal.sap.com/ and look for the instance you just created
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g

2. Click on Connect
HOME INSTANCES SOLUTIONS ACCOUNTS USERS

T
Instances: All (1) e
B = vew a v o, @
o
o St Instance Name Solution Create. .. Create._ .. Sch... Operations %
A
[ | TestInstance SAF Mobile Platfor_.. - Apris, . Suspend -ﬂ P -
=
-~
w
3. Click on Remote Desktop (Windows Server)
Connect to the Instance b 4
Remote DeshtnMWlndnws Server)
w11y
4. Anrdp file will download. Click on it to open the Remote Desktop Connection
) Test Instance.rdp v | | TestInstance.pem v B Testtestrdp hd & Show All
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How To... Start an SMP 3.0 Instance m

5. Inthe Remote Desktop Connection windows, enter the password you created during the
creation of the instance and Click OK.

A Take note of the IP address. You will needed later to open the SMP Management
Cockpit

Remote Desktop Connection

Enter your credentials

These credentials will be used to connect th 54.175.187.115.

Usaer name:  Administrator
Password:

Domain:

Add user information to your keychain

Cancel || OK |

6. You can confirm the instance is ready to go if you see the SMP shortcuts in the desktop. If
they don't appear, remember that after you created the instance, the SMP 3.0 Server
installation will start. Wait around 40 min before accessing the instance
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L’startl E w?u_J * [ 2?;2.112':0’\:5 =

7. Go to Administrative Tools and open Windows Firewall with Advanced Security

. Remote Deskkop Services »

v &

*. Component Services

= \ ;&I Computer Management
3 N A I g Data Sources (ODEC)
P N ?‘E Event Yiewer
/ Intetmet Explarer » & 55T Initiator
_“,] o N e igl Local Security Policy
-~ @ Petformance Monitor
Documents ~h Security Configuration Wizard
SAP Management Cockpit ::ng v &
o % Server Manager
G . Services
“ Share and Storage Management
Network ol & &
=% Storage Explorer
) :
Cantrol Panel E..—' System Configuration
(5) Task Scheduler
Devices and Printers # windows Fir vith Ay
@ ‘“Windaws Memory Diagnostic
D @ ‘Windows Server Backup
Help and Suppaort
Run...
» &ll Programs Windows Security

I Search programs and files Log off >|
|r} Stark E . a

8. Open Windows Firewall Properties
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8 00 54.175.187.119
# windows Firewall with Advanced Security M[=] E3

File  Action  Wiew Help

&2 Inbound Rules

&S Outbound Rules

i Comnection Security Rules
B\ Moritaring

r
w "windows Firewall with Advanced Secuity provides network security for Windaws computers

Overview =
Domain Profile

@ windows Firewal is on

@ Inbound connections that do not match a rle are blocked.

Cl Outbound connections that do not match a ule are allowed.

Private Profile

& windows Firewall is on,

@ Inbound connections that do not match a rle are blocked.
ﬂ Outbound connections that do not match a wle are allowed.
Public Profile is Active

& windows Firewall is on,

(S Inbound connedtions that do nat match a nule are blocked

ﬂ Outbound connections that do not match a |{,\\§3 are allowed.

[ “windows Firewall Properties

Getting Started =

Authenticate co ications b comp s

Create connection security rules ta specity how and when connections between computers are authenticated and
protected by using Intemet Pratacal security [IPsec),

B3 Connection Secuiity Rules

Yiew and create firewall rules

Create firewall rules to allow ar block connections to specified programs or ports. You can also allow 3 connection only if
o I=e P T " i

i in ma Mlamankiombmd m b mnnmn brmr min ma Wlamrined i vt am e e shne D Amfondlh by i it nem

Windows Firewall with Advanced Security on Local Computer | Actions
-

indows Firewall with Adv...

| Import Policy...

4] ExportPalicy...
Restore Default Policy
Diagnose [ Repair
Wig

Refresh

Properties

Help

BE B

9. Select Public Profile and in the Inbound connections select Allow. Click on OK

Windows Firewall with Advanced Security on Local Computer Pro...

" Domain Profile I Private Profild ~ Public Profile | IPsec Settings I

Specify behavior for when a computer iz connected to a public netwark.
location.

— State

P F Firesall shate: IEIn [recommended) j
Inbound connections: IM_ vI

DOuthound connections: I.-'l'-.llnw [default] j

Protected network. connechions: Custamize. ..

—Settings

E: Specify zettings that contral ‘Windows Custamize.
—

Firewall behavior.

—Logaing
| Specity logaing settings far .

LT

troublezhiooting.

Learn more about these settings

Ok I Cancel Apply

543 PM
. 1212015 =
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10. You can close the Windows Firewall and disconnect from the RDP and disconnect from the
Remote Desktop Connection

54.175.187.119

You are disconnecting the Windows-
based computer.

If you disconnect, any applications still running on
g the Windows-based computer will continue to run
Mozilla Fire while you are discennected,

If you do not want to disconnect, click Cancel.

| | Don't show this message again when connecting
to 54.175.187.119

| Cancel | Disconnect
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1.3 Open SMP Management Cockpit

1. From your computer, open chrome and go to the following URL https://<SMP IP
address>:8083/Admin
2. You will receive some warnings, click on Proceed

A
800 [ Privacy error x | Claudia | =

« C' | hitps://54.175.187.119:8083 /Admin | @

B

Your connection is not private

Attackers might be trying to steal your information from 54.175.187.119 (for
example, passwords, messages, or credit cards).

Hide advanced Back to safety

This server could not prove that it is 54.175.187.119; its security certificate is not
trusted by your computer's operating system. This may be caused by a
misconfiguration or an attacker intercepting your connection.

Proceed to 54.15:5.187.119 (unsafe)

3. SMP Management Cockpit will open. Enter smpAdmin/s3pAdmin and click on Log On
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How To... Start an SMP 3.0 Instance m

R D oon * | Claudia | ™
&« C' | 5 https://54.175.187.119:8083 /Admin/ w 9 =

SAP SAP Mobile Platform Administration and Monitoring Welcome: Guest | Help

Log On

User Name

. Mobile Platform

Password

4. The main page will be displayed. The instance is ready!

3 in the Home screen on the top right corner you can check the SMP 3.0 Server version. In
the screenshot below is SMP 3.0 SPO5

I SAP Mobile Platform x Claudia

« €' https://54.175.187.119:8083 /Admin/ w @ =

SAP SAP Moblle Piatform Administration and Monitoring Version: 3.0.5.0 | SPLevel:05 | Welcome smpAdmin | Help

HOME APPLICATIONS CLUSTER SETTINGS REPORTING LOGS

Welcome to SAP Mobile Platform -
m
Quick Links 5
\ . D r['; Configure Application
0 .IJ. 5 E Configure Security Profile
Applications Users Registrations @ Canfigure Back-end Connection
View Logs
Users/Application Registrations by Device Type
L3
Mo data No data
You can find a variety of information related to SMP 3.0 and the administration of the SAP Mobile
Platform from the links below
e SAP Mobile Platform Server 3.0: The official documentation http://help.sap.com/mobile-
platform
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e Admin & Architect webinars in http://scn.sap.com/docs/DOC-49862

The SAP Mobile Platform SDK 3.0 is now available as a separate download from Service Market
Place. It provides you with tools that streamline the development, delivery, security and
management of mobile applications. Here you will information to get started with SAP Mobile
Platform SDK: http://scn.sap.com/docs/DOC-49863
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